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The Impact of Big Data Analytics on Audit Evidence:

Cybersecurity as a Moderating Variable

Abstract

This study aimed to examine the impact of big data analytics, across its dimensions
(descriptive analytics, diagnostic analytics, predictive analytics, and prescriptive
analytics), on audit evidence, across its dimensions (sufficiency of audit evidence
and appropriateness of audit evidence), as well as the moderating role of
cybersecurity. Employing a descriptive-analytical methodology, the study population
comprised (343) certified public accountants working in (138) audit firms in Jordan.
A questionnaire was used as the data collection tool and was distributed to a sample
of (210) certified public accountants selected through proportional stratified random
sampling, of which (177) valid questionnaires were retrieved for analysis. Data were
processed using the Statistical Package for the Social Sciences (SPSS).

The study found that the relative importance levels of big data analytics, audit
evidence, and cybersecurity are high from the perspective of audit firms in Jordan. It
also revealed a statistically significant impact of big data analytics across its
dimensions on audit evidence across its combined dimensions (sufficiency and
appropriateness), with an explanatory power of (69.7%). Furthermore, a statistically
significant moderating effect of cybersecurity was found in enhancing the impact of
big data analytics across its dimensions on audit evidence across its combined
dimensions from the perspective of audit firms in Jordan, with an incremental effect
of (3%).

The researcher put forward a set of recommendations, the most notable of which
include: expanding the scope of analytics usage to ensure their continued
contribution to the relevance and depth of audit findings and to improve decision-
making processes; sustaining attention to audit evidence and practices that enhance
the sufficiency and appropriateness of evidence by establishing clear quality
standards for digital evidence supported by advanced audit technologies to maintain
the highest levels of credibility and assurance in audit reports; furthermore,
continuing to prioritize cybersecurity as both a compliance requirement and a
strategic necessity, while training auditors to evaluate clients' cybersecurity controls
as an integral part of the audit process, and integrating cyber risk assessment into
comprehensive assurance practices.

Keywords: Big Data Analytics, Audit Evidence, Cybersecurity, Audit Firms.
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